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*********** Begin of 1st Change ************
4.2.3.2.4
Protecting data and information in transfer
Requirement Name: tba

Requirement Description:

-
Usage of cryptographically protected network protocols is required. 

-
The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.

Security Objective references: tba

Test case: 
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Purpose:

Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product's OAM interface. 

NOTE: 
The test is limited to the OAM interface although the requirement does not have this limitation because the protection of standardised interfaces will be covered by regular interoperability testing and the proprietary use of HTTPS is covered in clause 4.2.5.1.

Procedure and execution steps:

Pre-Conditions:
Network product documentation containing information about supported OAM protocols is provided by the vendor,
A peer implementing the security protocol configured by the vendor (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.
Network product documentation stating which security protocols for protection of data in transit are implemented and which profilesin TS 33.310[Y]and TS 33.210[X] are applicable is provided by the vendor. 
For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310[Y]. For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 33.210[Z]. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile.

Execution Steps 
1.
The tester shall check that compliance with the selected security profile can be inferred from detailed provisions in the product documentation.

2. The tester shall establish a secure connection between the network product and the peer and verify that all protocol versions and combinations of cryptographic algorithms that are mandated by the security profile are supported by the network product.

3.
The tester shall try to establish a secure connection between the network product and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the security profile. 

Expected Results:

The traffic is properly protected, and insecure options are not accepted by the Network Product. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

*********** End of 1st Change ************
